
CROWDSTRIKE 
CLOUD-DELIVERED ENDPOINT 
SECURITY

Presenter Notes
Presentation Notes
Hello and thanks for joining us today. My name is _____�CrowdStrike is the company that pioneered cloud-delivered endpoint security. Today I’d like to spend some time talking about the new realities of the cybersecurity threat landscape, and how CrowdStrike is helping organizations like yours to transform and stay safe.�
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WE STOP 
BREACHES
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Today’s reality is that breaches are everywhere—hitting and disrupting organizations of all sizes, industries, and regions. Recent research from IDC finds that more than one-third of organizations worldwide experienced some form of ransomware attack or security breach in the past 12 months.�This is why we’re here with you today. You’re in search of a security partner – a partner to help you stop these breaches; to help you fight the bad guys; and to help you keep your brand out of the headlines. �And above all else, we’re here to show you that… At CrowdStrike, We Stop Breaches.�We make good on these claims in meaningful ways that no one else does. We believe in this so strongly that when you choose our unbeaten combination of the CrowdStrike Falcon platform, along with CrowdStrike's expert monitoring and response, we back it up with the industry's strongest Breach Prevention Warranty, up to $1 Million.�So, why do you need our help?�
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Stat from 2020 GTROne of the main reasons why this fails is because the whole industry has been focused on ‘malware’. The AV guys, the sandboxing people. But we know that less than half of attacks only use malware to gain initial entry. Ask the customer to stack rank what is the most important: stopping a breach or finding malware?Malware is very important, but if you detect malware, it does not mean that you are going to stop the breach.Would you rather stop malware or stop breaches? While the obvious answer should be both, if you had to stack rank the two, what would you choose first? If you put malware first, you might want to consider this: on a daily basis, we see hundreds of potential attacks unfold and the reality is that over huge fraction of those attacks do not use malware. So, even if you stopped 100% of the malware that might infect your organization, you will still likely fail short of preventing 100% of the breach attempts. To make matter worse, we know that there is no technology or company on the planet that can guarantee 100% detection rates. 
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Stat from 2020 GTRNow, malware is still very important, and we do need to take care of malware but increasingly the sophisticated and impactful breaches happen in elsewhere: Insider threat, credentials theft, social engineering…and these all lead to data breaches.The whole industry has been focused on malware. The AV guys, the sandboxing people. But we know that less than half of attacks only use malware. And that represents only a small, single step in the overall attack campaign. What about all the rest?How does CrowdStrike help? Well - we take care of it all: malware and non-malware alike.



AT THE HEART OF EVERY ATTACK IS A HUMAN ADVERSARY. 
FALCON INTELLIGENCE REVEALS THEIR MOTIVATION AND TRADECRAFT TO KEEP YOU ONE STEP AHEAD.
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At CrowdStrike we recognize that there is a human behind every attack.  If you can understand their motivation, skills, and tradecraft you can use this knowledge to your advantage to actually predict and therefore, prevent, a future attack. This is a tremendous game-changer in our industry and it is why we focused so much on building the best intelligence team on the planet.�In fact, this adversary-centric approach is why Falcon X is able to deliver threat intelligence that allows CrowdStrike to associate the adversary activity observed globally, with what is seen on our customers’ endpoints or in malware, and track that back to known threat actors.



THE ADVERSARY IS SWIFT
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Stopping breaches today is challenging because many organizations are stuck solving problems of yesterday. Our industry has focused a great deal of importance on stopping malware, but stopping breaches requires a much broader approach. Remember, delivering malware is not the goal of an attacker; it’s only one way to obtain initial access, and only one step toward an objective. Naturally organizations want to prevent as much as possible, but no security technology is 100% effective, and an effective security program must plan for what happens when an infiltration occurs.Fast and effective response is critical in stopping today’s breaches. The first stages of an attack are the most critical, when the adversary is establishing an initial footprint, achieving persistence, and performing discovery. Stage 8, where the adversary begins to move laterally across the organization, represents a pivotal point in the attack cycle. We know, based on years of observed data, that a determined adversary achieves lateral movement within a few hours. We call this ”breakout time”, and it's measured in hours. BUILDAfter this point, your job as a defender gets significantly more complicated, and more expensive.BUILD This sets up a race between the defender and the adversary, and to win it consistently, you should consider the rule of 1-10-60: winning organizations have the power to detect threats in the first minute, to investigate and understand threats in 10 minutes, and to contain and remediate in 60.



Falcon Platform: Defining the Security Cloud
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Our unique combination of technology, intelligence and expertise comes together in a comprehensive platform for endpoint security. CrowdStrike Falcon Platform is the industry’s first true security cloud. By leveraging our platform and lightweight agent to collect data once and use it many times, we can solve a variety of security problems while eliminating cost and complexity. We deliver a variety of CrowdStrike modules on this platform, divided into three general categories.�- Endpoint security is at our core. It combines endpoint protection leveraging cloud-scale AI and deep link analytics to deliver best-in-class EDR, next-gen AV, device control, and firewall management.�- That protection extends not only to traditional endpoints, but also into cloud security, providing the VISIBILITY needed to stop breaches on cloud workloads, runtime PROTECTION for workloads and containers, and a simple cloud native ARCHITECTURE that reduces complexity and provides immediate time to value.Next, Falcon delivers security and IT operations capabilities including IT hygiene, vulnerability assessmentOur managed services augment your team with 24x7 expertise, including managed threat hunting by the Falcon OverWatch team and fully managed endpoint protection with Falcon Complete.�- Finally It’s enriched by world-class threat intelligence, including malware search and sandbox analysis that is fully integrated and automated, delivering deep context and predictive capabilities. All of this is delivered through our single lightweight agent, providing comprehensive endpoint security and visibility for all your workloads, including workstations, servers, cloud workloads, containers, and mobile devices.But we don’t stop there. Our platform was built for nearly limitless extensibility, allowing you to leverage that single agent and single platform to deliver outcomes that go beyond endpoint security. 
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CrowdStrike achieves the highest levels of visibility, simplicity, and control by packing all of the necessary capabilities for unified prevention, detection, hunting, intelligence, and remediation into one universal, lightweight agent.�The lightweight Falcon agent uses a fraction of the resources compared to legacy solutions and without requiring hardware, tuning, or configuration.�The Falcon Agent is intelligent and dynamic, uniquely designed to install, run, and natively adapt to any endpoint, workload, identity, or cloud environment—using a fraction of the resources compared to legacy solutions without any noticeable impact to the user or burdensome hardware, tuning, or configuration requirements. This is why in customers’ own testing and validation of Falcon, they frequently report a more than 20x reduction in resource utilization.�Advanced AI and ML models are built into the core of the sensor, meaning that the Falcon Agent continuously learns and evolves on its own so that only meaningful, relevant telemetry is retained and pushed to the CrowdStrike Security Cloud; while the rest of the noise gets filtered out immediately. 
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PRESENTER NOTE: click on the falcon icon at the bottom right to go back to the “What’s Unique” slideCrowdStrike achieves the highest level of protection and simplicity by packing all the capabilities required to successfully stop breaches into a single lightweight universal agent. CrowdStrike Falcon endpoint protection unifies prevention, detection, hunting, intelligence and remediation, in a small package that uses a fraction of the resources of legacy endpoint protection solutions. In their own tests, our customers report a 20x reduction in resource utilization.The lightweight Falcon agent is backed by a cloud-based architecture that enables speed and instant operationalization. It can be deployed in hours across tens or hundreds of thousands of endpoints, and does not require a reboot of your systems.  It hits the ground running, without requiring hardware, tuning or configuration.  It provides protection whether on-prem, off-prem, or or off-line.Falcon’s lightweight agent deploys painlessly and improves productivity, while delivering best-in-class protection.PRESENTER NOTE: click on the falcon icon at the bottom right to go back to the “What’s Unique” slide
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So, if you are now wondering what it would take to replace what you are currently using with CrowdStrike, let me show you how easy it is. It really only takes three steps. Thanks to our cloud architecture, there is zero infrastructure to deploy. There is no configuration or fine-tuning required. No endpoint to reboot, no updates to deploy after the installation, and no scan required. Just push the Falcon agent on the endpoint. Watch them appear in the Falcon console. And remove the existing AV. It’s so easy that our customers have deployed from 77,000 agents in one day to 300,000 in 90 days. And it’s the norm. Not the exception. Some customers have told us that it’s the fastest deployment of any software they’ve experienced in their career. And all without a glitch. 
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Falcon does not rely on just one technology to prevent attacks. Instead, it uses an array of complementary and overlapping methods that provides the most comprehensive offering for AV replacement in the industry. This allows Falcon to Protects against know, unknown malware and malware free attacksProtect against zero-day attackEliminates ransomwareDoes not require No signature updatesNo user impact – less 1% CPU overheadFull protection even when offline For example, Falcon uses Machine Learning to protect against known and unknown malware. In fact, it provides better protection against unknown malware because it does not use signatures.  And because it’ssSignature-less, it also means that you do not require constant updates to be protected and can free resources for more important tasks. Blocking known bad, allows you to quickly weed out the obvious and not waste resources on what’s easy. But we also know that about half of the attacks that lead to a successful breach did not use of malware. Against those fileless attacks or malware-free attacks, Falcon uses Exploit blocking and Indicators of attacks, or IOAs for short. Both features protect beyond malware. Exploit blocking is self-explanatory. But what makes us different is that we watch and block the technique that is being used, instead of the exploit itself. That’s how we can stop even unknown or zero-day exploits. IOA are the behavioral analytics feature of Falcon. IOAs are so unique and powerful that it’s worth talking about them in more details. 
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Another element that adds to CrowdStrike’s uniqueness is the quality and richness of the event data that is sent to the ThreatGraph. And that data is collected by the endpoint detection and response component of Falcon. We call it Falcon Insight. Falcon Insight is all about ‘visibility’. We know upfront that there is no prevention technology that is 100% prefect. We aim to be, we strive to be, we want to detect and prevent as much as we can. But there are things that are nearly impossible to prevent. For example, if an attacker managed to obtain or guess credentials to your environment, and is impersonating one of your own employees, chances are that no prevention technology is going to flag that as malicious. Those cases are what we call silent failure.  Prevention failed silently, and you have a breach that you don’t about. And most organizations will not find out about it for another 100 and some days. This is why we have built Falcon Insight. Insight is like a DVR for the endpoint. It monitors and records chain of execution, and activities that take place on the endpoint and sends that information back to the ThreatGraph.  This allows our customers to see what’s happening now, but also retrospectively. And we can do that at lighting speed. Literally in 5 seconds. If you want to search for a hash and look around hundreds of thousands of endpoints, over a 15 day, and even a 90 days period, Falcon will return the results in 5 seconds. That’s the power of the Threat Graph and the cloud architecture. Another benefit is that there is no hardware is required, since it’s all in the Cloud. You don’t have to buy infrastructure, set it up and spend additional money. CrowdStrike provides all that technology and infrastructure in the cloud for you. And the visibility that we provide is unparalleled. More than 400 events types compared to our competitors who can do maybe 20.  There is not much that we can’t find from a visibility perspective and this is really what we call full spectrum visibility. All of that provides security teams with the visibility they need to hunt for threats and because Insight accelerates detection speeds, it drastically reduces the time to remediation. 
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We deliver all of this capability through four easy endpoint protection offerings. �Falcon Endpoint Protection Pro is designed to be an AV replacement solution, making it easy to replace legacy antivirus with a modern solution that is built on machine learning and behavioral analytics. It goes above other NGAV solutions by including remote response capability and is the only solution to offer integrated threat intelligence.�Falcon Endpoint Protection Enterprise takes endpoint protection to the next level by unifying EDR, next-gen AV, and device control, and introduces Falcon OverWatch, our expert threat hunters, to root out advanced attacks, giving you everything you need to stop breaches.�Falcon Endpoint Protection Elite takes breach prevention to the next level by adding Identity Protection and expanded visibility into assets, applications, and users. �Finally, Falcon Complete provides the best of the Falcon Platform, delivered as a managed service, and backed with our Breach Prevention Warranty.�The beauty of these solutions is that they are easy to deploy because they are cloud delivered and built on our single lightweight agent, so you can be up and running with a solution that meets your needs in no time.�
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Here’s a closer look at FALCON ENDPOINT PROTECTION PRO
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Here’s a closer look at FALCON ENDPOINT PROTECTION ENTERPRISE
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Here’s a closer look at FALCON ENDPOINT PROTECTION ELITE
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Organizations who are successfully defending against modern threats are looking to the cloud and AI to make it work, and CrowdStrike is blazing the trail.CrowdStrike is redefining security for the cloud era with a security platform for all workloads, built from the ground up to stop breaches. With CrowdStrike, customers benefit from better protection, better performance and immediate time-to-value delivered by the cloud-native Falcon platform. �
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Gartner Magic Quadrant for Endpoint Protection Platforms,Paul Webber, Peter Firstbrook, Rob Smith, Mark Harris, Prateek Bhajanka,5th May 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from 
Crowdstrike. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or 
other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or 
implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. The GARTNER PEER INSIGHTS Logo is a trademark and service mark of Gartner, Inc. 
and/or its affiliates and is used herein with permission. All rights reserved. Gartner Peer Insights reviews constitute the subjective opinions of individual end users based on their own experiences and do 
not represent the views of Gartner or its affiliates.. https://www.gartner.com/reviews/customers-choice/endpoint-protection-platforms and  https://www.gartner.com/reviews/customers-choice/endpoint-
detection-and-response-solutions

Expert Recognition Customer Recognition

Gartner® Magic QuadrantTM for Endpoint Protection Platforms, May 2021
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CrowdStrike is also extremely proud to be one of the very few solution providers to be recognized by Garter as a leader in the world of Endpoint Protection Platforms, as well as a Customers’ Choice winner for both EPP and EDR for multiple years running.Endpoint protection is a crowded space, and it can be difficult to separate the dozens of potential solutions from each other. Our recognition by Gartner is a testament not only to our vision of cloud-native protection, but also the successful outcomes our customers are experiencing every day.  This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Crowdstrike. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.  The GARTNER PEER INSIGHTS CUSTOMERS’ CHOICE badge is a trademark and service mark of Gartner, Inc., and/or its affiliates, and is used herein with permission. All rights reserved. Gartner Peer Insights Customers’ Choice constitute the subjective opinions of individual end-user reviews, ratings, and data applied against a documented methodology; they neither represent the views of, nor constitute an endorsement by, Gartner or its affiliates. https://www.gartner.com/reviews/customers-choice/endpoint-protection-platforms and  https://www.gartner.com/reviews/customers-choice/endpoint-detection-and-response-solutions



FORRESTER WAVES

Forrester Wave: Endpoint Security Software As A Service, Q2 2021
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Forrester Wave™: Endpoint Detection And Response Providers, Q2 2022
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Sources:AV Comparatives:99.9% Malware Block Rate: 	Malware Protection Test (September 2018)100% Exploit Detection		Comparison of “Next-Generation” Security Products 20160% False positives 		Malware Protection Test (September 2018)SE Labs:AAA Rating:				Enterprise Endpoint Protection – Jul-Sep 2018100% Efficacy			Enterprise Endpoint Protection – Jul-Sep 20180 False Positives			Enterprise Endpoint Protection – Jul-Sep 2018
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CrowdStrike’s longstanding and diverse set of accolades and leadership positions from independent evaluators and industry analysts—including all three of the big firms Gartner, Forrester, and IDC—is truly remarkable. Most recently in the Forrester Wave: EDR, 2022, Forrester wrote that ”CrowdStrike dominates in EDR”!�Not only has CrowdStrike been acknowledged as a leader by every major analyst, including Gartner, Forrester, and IDC. But we have also been regularly tested and proven to provide best-in-class protection by independent testing organizations including AV Comparatives, SE Labs, MITRE, and others. �CrowdStrike’s mountain of validation adds up to make Falcon is the most highly-decorated endpoint security solution our industry has ever seen, because it’s actually delivering the on the promise to stop breaches, and doing it in a way that doesn’t slow down your systems, or operations, or require a massive army of staff to operate.�
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It's no accident that the most demanding organizations in the world have turned to CrowdStrike to provide the strongest level of defense against today's sophisticated attacks. �Watch our customer video testimonials and many more at: https://www.crowdstrike.com/resources/case-studies/. �See more verified customer peer reviews at Gartner Peer Insights for Endpoint Detection and Response (EDR) and for Endpoint Protection Platforms (EPP).



Thank you.
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It couldn’t be simpler to see for yourself how this works. We offer a free trial of CrowdStrike Falcon; it takes just a few minutes to sign up. See for yourself how you can get better protection, better performance, and immediate time-to-value out of your endpoint security solution.
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