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ASIAFAUNDUAAG

szuulfiifn1siisasiu
HEIMDAL snansadindouuainsaiilaszuvdfiiniseialud

e Windows 7 (32 and 64 bit)

e Windows 8 (32 and 64 bit)

e Windows 8.1 (32 and 64 bit)

e Windows 10 (32 and 64 bit)

e Windows Server 2008 R2

e Windows Server 2012/2012 R2

e Windows Server 2016

e Windows Server 2019

e MacOS 10.13 - High Sierra, 10.14 — Mojave, 10.15 — Catalina**, 10.16 -
BigSur (and above)

e Android 6.0 (and above)

AU aYNNSTURN

e Microsoft .NET Framework 4.6.1 (or above)

e Up to 400 MB of disk space

e At least 250 MB RAM

e At least 3% of CPU usage when blocking a domain, up to 10% when opening
the Heimdal™ Agent, and up to 40% during a scan

e Local administrator or domain administrator permissions (if the computer is
domain-joined) during installations

e User permissions during execution

e Internet access with the following ports open to traffic: port 53 (to apply the
DarkLayer Guard DNS 127.7.7.x), port 80 (to filter traffic over http), port 443
(to filter traffic over https)

g1usuraya IP Addresses, Ports 1 HEIMDAL siaglal uagn1sédodn Exclusions wialu
szuuvinaulaniuialg Lignulanlag network firewall uavavrns adn
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Recommended Browsers

HEIMDAL dashboard 12i9nudu internet browser lsuainvane wsagfiigauinlaiu
browser aia'ldil

Google Chrome (recommended)
Mozilla Firefox

Microsoft Edge

Safari

n15120971 module 2129 HEIMDAL shufuuusuaau o

HEIMDAL™ Threat Prevention - Endpoint (DarkLayer Guard - Endpoint) &u1sa
1dfmiugAuTusunsu Antivirus wususau q e (57u89 Windows Defender) wei'lai
s ldsuAuTdsunsu DNS Traffic Scanning Application fau wsza1aLinany
daudvuasvinlvssuuvinulalignsas tsnuziirlvlanisvineruaas DNS
Traffic Scanning Application §8u 9 Aaufiaziilanislaenu DarkLayer Guard
HEIMDAL™ Patch & Asset Management w a ¢ HEIMDAL™ Ransomware
Encryption Protection 81 u15avin9udnraly standalone n3asiudussuu
Antivirus wususiau «q Lo

112512 HEIMDAL™ Next-Gen Endpoint 520y antivirus syuugiutayansa
virus definition wususidu twsrzaratinmnudaugouasvinliszuuvinoule
gneiav 1wzt Mtlan1svineuvas antivirus §28u 9 Aauiazitianislideu
HEIMDAL™ Next-Gen Endpoint
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vinausInuaar Module uanuuuas) 9

HEIMDAL™

Next-Gen Endpoint Antivirus

HEIMDAL™ Next-Gen Endpoint Antivirus

Cloud Antivirus ffugefigninanwaiuiuazsasaning Heimdal shainaTulad Next-Gen
#7199 a1 Real-time Cloud Scanning with Machine Learning, Active Registry Change
Scanning, AI-Power Detection, Sandbox & Backdoor Inspectlon Process and Behavior-
Based Scanning, Brute Force Attack Blocking wasfltaasiugiuiinissdasfiasudaiu
drnsun1slderuluavens leun Schedule Scan, Device Control, Centralized Firewall,
Enforce Password for Uninstallation

HEIMDAL™

Threat Prevention - Endpoint

HEIMDAL™ Threat Prevention — Endpoint

Advanced Protection Tudnwseug proactive 12 2-way DNS traffic filtering engine ilavfiu
Zero Hour exploits 124 ransomware wagn1sTandidugesieg (APTs) uazduisoudan
Ju'laisianu Category wiavin blacklist/whitelist (snu15aldorusindusy antivirus fvia
Au Hudedinziioviua)

 DarkLayer Guard ilasAusaanaiuil DNS, HTTP, HTTPS doaiunsa auan
A5237U waznausu'laativsasisiatnaTulad Threat-to-Process Correlation
(TTPC)

e VectorN Detection tiuwaridu HIPS, HIDS wa¢ indicator of attacks/indicator
of compromise Taalal Neural Network 2av Al asyadusfaanaiuiiziauat v
A15TaNd? antivirus wa firewall Laisnusanaguiu
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HEIMDAL™

Patch & Asset Management

HEIMDAL™ Patch & Asset Management

&&6i software Mifindvatuunnalnsal andasinivadsruuuay software 6199 6ae
X-Ploit Resilience §wian patch Wuduednaly sa95u9 Windows was 3rd party
application unnn3n 100+ software fisyuu One Click App Installation #53a deploy 3rd
party application #196u 1dAtaTavlaranieenuy silent n3auuuaédn install Wiy
HEIMDAL agent & n¥udas software adn (fu1salaenusindudu antivirus Bviadu
FUFIFINTHINUR)

i module tiaaa3uizanin Infinity Management doanunsain patch aavvinutady (msi,
exe n3adu 9) 1dlduvu stand-alone 49811150 applied a1u Group Policy 16
optional module fignunsadialgduann Patch & Asset Management

HEIMDAL™ Ransomware Encryption Protection

module &115un13531A1¥U process TaaTWAa7n1TURaA encryption anAWaANTIUTT
W362a9 ransomware uunntATadNiifdaany module 417 (g1u15aldvrusrududy
antivirus viadu su896I1WININUA)
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L4
Q/

dUunauNISAAC

1. fim inbox Tudwa

Heimdal Security 3
+ Heimdal Setup

Heimdal Security 2
» Heimdal - Confirm your email address

Heimdal Security 1
+ Heimdal - New account

2. copy saaIndanNuNludwan 1

3. nadvAlNadududuaannTudiuaadun 2 isWan copy 11 paste Turav current
password wazvinn1s6y new password Tuzdagdn 'l

4. aMuTnand? agent & usudadalaannduaniiui 3 Aadelaala key anniuy
Your HS Activation Key uu dashboard

5. wihuiih dashboard e login 7 https://rc-dashboard.heimdalsecurity.com
nunaue: Nstile 2-factor authentication agvinl account Uaaasfafatiu

wIavinugIusatvaafIfaav'ldanninii dashboard auzunausa‘luil

b4 18.05.2021 00:00

2-Factor authentication is disabled. Click here to:

HEIMDAL"

2

vl

Home
About Heimdal™ Security Your HS Activation Key Your HS API Key Download and install
Admin

Management

Guide activation key gannuuil

Logout [

S You can download the latest version of the Heimdal™ Agent at any moment using the link
roauc
below:

Heimdal™ 2.5.362 versior 3

Guide *] Heimdal™ MAC 2.6.6 version

29 Accounts

Note: In order to be able to install the Heimdal™ Agent please verify that you have Microsoft
.NET Framework 4.6.1 with all the appropriate updates.

Support
ik If Microsoft .NET Framework 4.6.1 is not installed onto your computer, please click here in order to download the installer.

Click here to download the Heimdal™ Agent Delivery Launcher. This kit will install the latest available Heimdal™ version, along with
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AayaidudIUSLN1IS ARG

nsfndausazsuulfiiinis step by step

e Installing the HEIMDAL Agent (Windows)
¢ Installing the HEIMDAL Agent (macQOS)
¢ Installing the HEIMDAL Agent (Android)

dwsudunaunisfiadeuwuy deploy aunsagtaya’ldanndsdsia‘lilil

e Embedding the HEIMDAL license key into the .MSI Installer (for deployment)
e Deploying the HEIMDAL Agent through Active Directory GPO
e Deploying the HEIMDAL Agent through SCCM
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158519 account 1AL

vinususawAn account Wiauavinudu 9 login wiundenin dashboard 6 Taaa&ni
tuy Account > Create New Account

X 06.06.2021 00:00 22.06.2021 09:00 Endpoint Settings Network Settings

Accounts

(A Home
Admin

{} Management

© Products

292 Accounts

i) Guide

[ Generate Reports

(=) support usD € o

Asantaya’vludaslvasudiu &usuras IP List inalidrdanisiainde aunsansancu
1.1.1.1-255.255.255.255 uwaradn Add New IP annfluma&n Create Account

New Account

Q@ ook o Accounts

Basic Info

Login email* Customer* Time zone* Curren cy*

v v v
Personal Information
Name Phone Number
Miscellaneous Settings
Roles Additional Settings IP List
B Reseller Do not Require 2-Factor Single 1P @) IP Range List of IPs
o m
Act
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2 Accounts

10

Main Dashboard

Timeframe

Inasmuuurinudnuay dashboard azdl Timeframe Tit&an2oIaINITULIAINRTAYAR
2aduunintu q NdRalaag)

Vinugusandniusasadiiatrzasnsiwusas module tiagsiaasidaatAinitfuniy
A InuUa le

ROI Report

dudaadvinlitiudeyadinanauununisasnuii HEIMDAL lavinnsilasiuainu
WReua'lilu dransdailaveldounazdayalussuulvlaaadaanndaanaiuniela
twasnaraiadulaninlailafnay HEIMDAL ‘|inau

X 22.05.2021 00:00 22.06.2021 09:00 Endpoint Settings Network Settings

A Threat rA Patch & Asset L)
ROI Report A Prévantion DarkLayer Guard™ Network v | | Management 3rd Party Software v | |
12 . . 15
Home | IR¢ There were no DarkLayer A i
0 . 8 10
Admin ,Il o : : Guard - Network blocks in the » ‘
i R selected timeframe. .
$105.38 o
Management $189.51 K 4 . 5
o~ Your endpoints are safe! . ]
Products $30.10 ] = : > 0
B wm t Upd

28

Guide

Privileges &
Support Endpoint Detection Next-Gen Antivirus v [ } Application  Privileged Access Management v [ 3
Control

No activity recorded for No activity recorded for
selected timeframe. selected timeframe.
Please choose another Please choose another
H interval. interval.
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n15Q Active Clients uu dashboard

afinde agent Mia3aduadr vinuaIu1sagsadataiagarnuu Cloud 1aanniuy
Management > Active Clients Taaagfilyig 2 wuu@a Standard view way Hardware view
delvitayanugainaaanuinanaviu wagd filter @1nsunsaviayanyuUUINAITY

HEIMDAL"™

Welcome,

Logout (>

@ Home
Admin

f} Management

ROI Report
Active Clients
@ Products

o]
529 Accounts

(i) cuide

@ Support

column 2gazaIn1s 9 adiaiaias asfludydnwainsauaiaovunafideviaddu
Waadnaziilunsuaavgaruzaadiniadiiu 9 INfaavizausaadniaf notice dduayls
a1 vinusunsagaasidaauasiayagaIusay q laan aan

Notifications X

Hostname: RHANGNEW Last Active Username: TUF Last Seen: 18.06.2021

e bt

The memory is running at 61 % 18.06.2021

The machine needs a reboot to complete the Microsoft Update. 18.06.2021 =
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A15&3919 Group Policy (GP)

]
a va al

a&n7 Endpoint Settings AuxuuaI annfudan tab ssuvdfiiinisAsasnisase GP

AGusiuazfl Default Alisgnunsadsudila 4 16 way Custom Ad1unsadsueiaun1sla
Nu'le Teavinugusassailu GP tusldiunlasaan1sna Duplicate

usiaz GP agfidaaa Priority Ainduas wnnfuy Management > Active Clients vinutdan
GP "17iilu Automatic syuuazvinaisidanla GP i Priority g9iga (Lauuanga) e
A[ZRATEN[A)

AdnTda GP tiaingnisavadindu GP fu 9 Taavinuanaazuuaiiude fuuwun wia
HUIAIURN B UTNITTHIUANLEUTL LN UDIDIANT

1nAIANAENAT GP auvisiasn1sldizausasual savntniua Active Clients T1iunsu GP 6l

h X 22.04.2021 00:00 22.06.2021 09:00 Endpoint Settings Network Settings

Windows Endpoints

Windows GP Mac OS GP Android GP
Felarmane = “

ATotal of: 4 Listings Group policies inheritance @ Create New Policy

Policy Name AD Computer Group AD User Group Priority ‘ Action

For Rabby home PC - - 6 Enabled Duplicate

Rhang Test < = 5 Enabled Duplicate

i

Test Test AD Computer Group Test AD User Group 2 Enabled Duplicate

Duplicate

Default - - 1
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=]
5 =

A1sA1uua Active Clients 115U Group Policy (GP) a3

"7l Management > Active Clients > dngniivingiaia3as > 1dan GP auisadnns
(wntdantilu Automatic szuuazi&anlad GP Ml Priority g9&a)

Logout | Active Clients

@ Home

1 14 15
Admin ctive servers E & endpoints Total devices

{E} Management v |

ROI Report Hostname v “
Active Clients . . 3
Standard view (15) | Hardware view Download CSV v &) Active Rl select view Filters Jf}

@ Products

<>

O
528 Accounts

Usern P Versio Operatin, Curren Selected Last Enabled
Hostname 2 2 P J 2 % 2 Status
ame address n System tGP GP Seen Modules

idh

Microsoft - 590620
or .06.
D SUPROIE . Administr 2.5.360 Windows Server Automati
WIN-P9HIIAO2PAR  : 10.0.2.15 Rabby 21 8 Modules >
ator RC 2016 Datacenter
home PC
-x64
N Microsoft For 21.06.20
o 192.168.1 2.5.360 Automati
RAABYHOMEPC & win 10 49 ac Windows 10 - Rabby 21 8 Modules >
’ ‘ X64 home PC
Microsoft 21.06.20
. 192.168.1 Rhang Rhang
RHANGNEW Q TUF 2.5.354 Windows 10 - s 21 10 Modules >
43 Test Test
x64
Microsoft 21.06.20
3 192.168.1 .y N
DESKTOP-AROM . arom 24 2.5.354 Windows 10 - Test Test 21 9 Modules >
3
x64
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& = & o
n196v9A1 Group Policy tilaveiu

fvsurayanaaniaanisaeanuuaidan adn

ANTHIAIGIY 9 UK dashboard wuziindsulinuizaudunisldeiuaseluavensuasvinu
awilsznaurvsuiuiavdiatnovindu deailildarAunsaungadiniuusazadfng

a&n7 Endpoint Settings Ayuuua31 > tdan tab szuudfiifinisisasnisasre GP >
adnvitia GP 1isiasn1slsumn

h X 22.04.2021 00:00 22.06.2021 09:00 Endpoint Settings Network Settings

Windows Endpoints

m o o
ot “

A Total of: 4 Listings Group policies inheritance @ Create New Policy

Policy Name AD Computer Group AD User Group Priority Status Action

£ For Rabby home PC - . 6 Enabled Duplicate

Rhang Test - - 5 Enabled { Duplicate

o

Wiaadnii GP rilvuuan agdl tab taguwnnaanul nanueae tab LNAAYAIATNRUIANY
wavnI7 setting Nszuude’ly

©® RhangTest

m Threat Prevention Patch & Assets Endpoint Detection Privileges & App Control Email Protection
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Qs

General tab ffuigiuiassainsudoil

« Do not show GUI flan15127 icon 7 taskbar a192minaaiaiag wugin
&115u File Servers, Citrix Servers, Terminal Servers, or RDP Servers

 Realtime communication vihlsn1sanianaA1szine dashboard Auiniin
wiasnaHdu (lasnii 1 wi)

o Enforce uninstall password ivAauldsWaluns uninstall HEIMDAL a)siilalad
waLITRLRNIETauans I Wailasduldsunsugnaauaaninelaildsuauag e

 Use Priority update servers ¢aa1n1sawian agent version wazais patch &
deploy 3rd party applications W uLa3asautina19aings internet (iluilszan
wavataalu subnet WAy (P2P) Tnandvandinuaisagliidan Active
Clients atinvvias 1 wa3aeluiilu Priority Update Server

o
o

Wadvazausaaual Tvin&n Update GP &unduiiyuaivun

Additional Settings

Include in Release Candidate Program Use Priority update servers

Do not show GUI

Keep cached files indefinitely

[ Realtime communication & = :
. e Additional check interval for normal computers

Skip prompting the client when requesting logs T

Only merge with AD groups specific policies @) |
1440

Enforce uninstall password @

Uninstall password

synchronize with time server &

Wake on LAN

[ buplicate GP {ij Delete GP Update GP
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et default wa a1sdvauu dashboard agdeldiitaasaranienn 180 unii (sunsa
Usulvaga'leaiilunn 15 uaii)

© Rhang Test

“ Threat Prevention Patch & Assets

Policy name* Language*
Rhang Test English
AD Computer Group AD User Group

Policy check interval

il

|
180

WINYinusadn1s push A6 9 7 set Wldfinaniadaslaranieviud aunsavin'lasa
Pl TaRETSN I
e a&n SCAN ANYWAY a1a¢ agent Ainia3asaranig

e Restart HEIMDAL Client Host service
e Reboot ta3av

% Welcome to Thor Enterprise Lo} -

THOR THOR THOR MailSentry

FRAUD-PROTECTION

FORESIGHT VIGILANCE ADMINPRIVILEGE
SEANARAY m ELEVATE
@ YOUR COMPUTER IS HEALTHY @ NEXT-GEN AV ON! @ ON @ ON AND WORKING
PREVENTED ATTACKS TARGETED PROCESSES PROBABILITY OF INFECTION SOFTWARE UPDATES

1 L N/A 2

DARKLAYER GUARD TTPC VECTORN DETECTION X-PLOIT RESILIENCE
SEE MORE SEE MORE SEE MORE m
/ER 2.5.354

s
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Threat Prevention tab fiuigiuiiaissasnsudot

winvinudedia Threat Prevention — Endpoint 13 vihuazaunsaa&nii Threat Prevention
tab 'l6 wnvinulu'ldRedialy tab azifludimaauuazlisunsandn'le (greyed out)

walvszuuvinounazisunisailagsyeéu Advanced Protection vinusiagénitlawerdsiu
n1svinvuuay DarkLayer Guard wag VectorN Detection

© Rhang Test

General

©® Rhang Test

Threat Prevention

DarkLayer Guard™ Vector™ Detection™

General Threat Prevention
DarkLayer Guard™ Vector Detection™

DarkLayer Guard™

VectorMDetection

vinug1u1sa69A1 whitelist 3a blacklist t5ulai6il6iaaény Domains whitelist way
Domains blacklist enua6u

Domains whitelist

Domains blacklist

“

www.google.com

First Page n

Last Page

tion
i

Total domains: 1

ion
www.facebook.com W

First Page Last Page Total domains: 1
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vinugnsadeaudaaiulasiniu Category Tauénii Blocks By Category daaunsa
Usuusvnisudanlaaununanynfiligsagyd uazsidaniuaudla v wiafuiuaidau
aunad nuadsulvifing (active) waalaifina (inactive) 6

Block By Category

Sexuality X Social Networking X lllegal Content X Jobs / Employment X Unknown X
Adware / Advertising X Other sharing services X Webmail X Ecommerce Shopping / Online services X

Search Engines X

Block By Category Schedule

Block By Category Schedule &)
© Choose week day Choose day of month
Monday Tuesday Wednesday
Thursday Friday Saturday
Sunday

Choose Time Interval

8:00 17:00
o Active during time selection

Inactive during time selection

manuIduladuiulinnaglu Category Mfiat Weqiaisavaglu Category 1 vinu
1150 feedback nvAnvutialseausa’ldde HQ Meavdssina s ttiuniswala
wIaInnAnRY IuNsaule
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Patch & Assets tab fifiuigiuiaissasnsudot

winvinudeda Patch & Asset Management 13 vinuazaunsan&nii Patch & Asset tab
16 vnavinu'li'ladedia’ld tab aziludinmiaauuazisuisandnle (greyed out)

Wiaflasdnsasfidasivivag software vaavign vinumIsawwan patch uag software Mty
NunaluavansatvindualiunAgaviniaznszvin'lea Taawaniy Patch MtAanag
AueU Security Taean59

Patch Management (tab tias)

« Infinity management (flun1s1in patch wagvinuias (msi, exe wiadu 1) 1l
wuy stand-alone Foau15a applied a1y GP 16 (1ilu optional module tiaai
snnsadainle nsandasarineu)

o 3rd Party Software fal2duierduswian patch uas 3rd party app

« Keep all applications up to date dw.an 3rd party app Vieviuasassuliivilu
Laafﬁuawamimﬂﬁmiuﬁﬁ g1TuA6 software pan

 Assets View Lilafin'li vinuazauisa track nn application fifiadvaguunn
wwiagluasdns'le

© RhangTest

General Threat Prevention Patch & Assets Endpoint Detection

Patch Management Microsoft Updates

3rd Party Software

General Settings

Infinity management @ Assets View @

Keep all applications up to date @
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vinugansanadiade 3rd party application lugsia3asiaranielaadnTusials Taadni
column Install All wiaazvinfludnzazliininedasdaranadndadallswasuiiu 9
1a931n HEIMDAL A6 1aaéini column Allow Install

Delay
Install All . Update All Allow Install . Applications & Off o Version

7-zip x64 off v Latest version v

7-zip x86 Off v Latest version v

Accordance off ¥ Latest version v

Adobe Acrobat PRO 2017 Off v Latestversion v

Adobe Acrobat Reader 2017 off v Latest version v

Adobe Acrobat Reader 2020 MUI Off = Latest version v
Adobe Acrobat Reader DC off v Latest version v

Adobe Acrobat Reader DC DA off v Latest version v

Adobe Acrobat Reader DC MUI off o Latest version v

navannadn Update GP uad vnniininedavdaraniva&nuiilanau HEIMDAL 1
ArualrvuIuilaa (System Tray) anifuadn Show available app agwuINTUsunsui
\&an Allow Install annwin dashboard Us1agdunn vinuausandn INSTALL ann
winene il lavTudi

Welcome to Thor Foresight Enterprise Lo - X

A» HOME > X-PLOIT RESILIENCE > ONE CLICK APP INSTALL LIST
SOFTWARE NAME ACTION X

Accordance INSTALL
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Microsoft Updates (tab :iaa)

 Microsoft Updates \fla 129 usioriziu

 Microsoft Vulnerability reporting only #inénvizdasfiavifiunis report
available updates winifu Livina1s install update 1a 9

« Install no restart required updates only advtawiy update A lisag
restart vintiu

« Suppress and install everything findonn update uaaz'lyi reboot LA3as

o Installation of optional updates (i1 optional updates vingrusitu module

« Agent notifications for reboot a¢fizianiuduiiia3aslyi reboot viia apply
Microsoft Update an&n

« Installation of other Microsoft products \Halyindnfaaiau 9 uag Microsoft
antan'leiiny module

o Installation by category \’&an install au category ana drop-down menu

©® RhangTest

General Threat Prevention Patch & Assets Endpoint Detection Privileges & App Control
Patch Management Microsoft Updates

Microsoft Updates

Microsoft Vulnerability reporting only ,ffi'i

General Settings

Install no restart required updates only ‘, Agent notfications forreboot
Suppress and install everything @) Installation of other Microsoft products 9
Installation of optional updates
Server Source ()
Default ¥
Installation by category \“

Windows Update Category
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e Microsoft Update Schedule finviua1y deploy Microsoft Windows Updates
aNaITINaT (Lhay, fla, Ju) wianavualy deploy uanaivineu

e Microsoft Updates Reboot Schedule Auua1s19LIa &8 1UTUANT reboot fina
w@wzAuTUsunsui require reboot

Wadvazausaauay Tvin&n Update GP &1untduiiyuaiouin

2021-06 Update for Windows 10
Version 21H1 for x64-based
Systems (KB4023057)

2021-06 Cumulative Update for
Windows 10 Version 21H1 for
x64-based Systems
(KB5003637)

First Page n

Check interval

Last Page

720

Microsoft Updates Schedule

Microsoft Updates Schedule @

() puplicate GP

4023057

{ij Delete GP

None Critical Updates

None

Go to page:

Security Updates

el “

Show Hidden Microsoft Updates

Severit Releas Added Suppress
Update All & [ NKkB s C | Products Categories o &
u ’ i ’ epate o reboct

10.06.20 15.06.20

21 21

08.06.20 15.06.20

21 21
Items per page: 10 v

Delayed Microsoft Updates Interval (days)

Microsoft Updates Reboot Schedule

Microsoft Updates Reboot Schedule t‘“

e
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Endpoint Detection tab fiAiuiigiuiaissasnsiudoil

winvinrudedalu module uav Endpoint Detection |7 VinuazaINITan &N Endpoint
Detection tab waz module tab tiaaiiu 9 16 winvinu'liladeda’ld tab agtduiiniaau
wagligusandn'le (greyed out)

Next-Gen Antivirus (tab siaa)

USB Silent Mode Scan sunuailnsainiiaalnuini&ausiudas USB Tae
daTwid TaaLifugainanisaununsazannula q Usinginiaiag

Disable USB Ports flanisiaindealasainiraainuinienuaiii&ausiudag
USB nnsa¢ activate wa deactivate Wordiudl 3niflusias reboot ta3asanamnne
Agent Balloon Notification 1fa13i pop up iseduuriniiasaiiafinig
asIauLAndy

AutoScan USB Ports sunuainsainiianiiuinitfauniuzdas USB iag
a0 UG

Real-Time Protection sunuainsaiuuy real-time tiadndufanna1uie
known way unknown enila'ly aggusasgunulaianwiguuy on-demand wag
scheduled

False Positive Control 1isunsuazuanuagnisasiaiu false positive way
flavAulailvifinadu performance n1saunu

Allow Manual Scan auga ¥ user 1unsanagunuLadledain agent Ma3ag
Allow users to stop the AV Service aug1ali user &1u15anLANITVINIIU
229 AV service a1l Taadasnsansianuidivualuzdassduardnay
Password for stopping the AV Service fosWar1ug 1 niumnea AV service
NnnmineIaslaran1eiing

Protection Cloud &9 digital fingerprint a9 lWaAfifssldd9 real-time
protection cloud iadiasvisianazsanisuisnduinilulwadviase

Real-Time Scan Network Files tinilse&nn1w real-time protection usia1a
gowali network performance 2av

Allow Cancel Scan augaly user naantdnnisaunutad’le 4olundainu
Uaaadoua? Linusihlnaanidnnssunuaanss

Auto restart the AV Service after dousiaivavarniiniiadasnaila AV
service ldua? szuuagndunvinousa Taada Tulié
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(griayaanMiNTALa?)

©® Rhang Test

General Threat Prevention Patch & Assets Endpoint Detection Privileges & App Control

Email Protection

Next-Gen Antivirus Firewall Ransomware Encryption Protection

Next-Gen Antivirus @
General Settings

USB Silent Mode Scan 0 Agent Balloon Notifications o

Disable USB Ports () AutoScan USB Ports B

Antivirus Settings

Real-Time Protection @ protection Cloud @
False Positive Control () Real-Time Scan Network Files (READ INFO)
Allow Manual Scan @ Allow Cancel Scan @

Allow users to stop the AV service 0

Password for stopping the AV Service Auto restart the AV Service after &

............ © =
|
10
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n156eA1 Schedule Scan vinlsannwyil vinuausadea1liaunuauTunaIii U
16 Teagrursatdanissianuasnisswnu (Scan Type) ‘l6ain drop-down menu nvaine
divagilvilssianaasnissunu’ly 8 suuuy

wiuauinis Full Scan suazsdaaiian waldaiwiuninnsawnuuuudy 9 deturinuse
AIssvnsRLn Ul nINEaNAUEN WA T uBaYaIAns TUNNATNR A

Full scan — suwnu local files viovinauu endpoints (¥5u GP i)

Quick scan — &wnutanizusa critical OS location wag
ann malware:

C:\Program Files\Common Files
C:\Program Files (x86)\Common Files
C:\Windows

C:\Windows\system32
C:\Windows\SysWOW64

folder Msinazgnlaonu

Hard Drive scan — sunulnavionuauu hard drive Taalsigulalwauu external

media type

Local Drive scan — aunu'lwaonuauy local 19 hard drive, optical drive uag

external storage
System scan — &unu system directory

Removable Drive scan — sunu'lWalawy external drive, optical drive
Network Drive Scan — vinou'laétawigdu Mapped network drive
Active Processes Scan — &LLAULang process MAtavvinoiuatluia’iag

Schedule Scan

Scan Profile Name*

Scan Type*

Full Scan

Description

© choose week day

Monday Tuesday
Thursday Friday

Sunday

Choose Time Interval

Choose day of month

Wednesday

Saturday

© Active during time selection

Inactive during time selection

m
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#1519 Next-Gen AV Exclusion List & v¥uszy File Name w3a File Path 7151
sdavnisAinualulign scan Taasguu antivirus

A1319 Global Quarantine List aziflunisAtvuadalnavialwaiiag iy path Advua
Tvign&v'ldatTu quarantine wav antivirus Taeada Tula

Next-Gen AV Exclusion List )

Priority
. )

Low v D:\web File Path

v

(%)

First Page n Last Page

Global Quarantine List )

il e ~

There are no results

First Page n Last Page Total domains: 0
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Firewall (tab tiasa)

o Firewall Management ian153anns firewall #Wu cloud & unany

 Block RDP port on brute force detection u&an RDP port 3389 \flansiagay
wafian13Taud brute force enfinnsil&au default RDP port Werdutiag'lyi active

e Use automatic rules g1u15a69 inbound/outbound connection 1santuy
AURY

 Allow ICMP Echo Requests &3519 firewall rule iaueu1aly ping request 1u
network

©® Rhang Test

. - 3 Privileges & App
General Threat Prevention Patch & Assets Endpoint Detection c | Email Protection
ontro
Next-Gen Antivirus m Ransomware Encryption Protection

Firewall Management

General Settings

Block RDP port on brute force detection @
Use automatic rules @)

Allow ICMP Echo Requests )

Firewall Profiles

Domain Private Public
Inbound connection* Inbound connection*® Inbound connection*

Block v Block v Block v
Outbound connection* Outbound connection* Outbound connection*

Allow v Allow v Allow v
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Allow isolation auanaly user 111501115 isolate endpoint Taasia isolate wa?
AL iausaInuagAauanazgn rerouted sy service uav HEIMDAL

g5y Firewall Rules vinugnunsan&nii Add New Rule usrdsuaiauiisdasnislaiou
Wasvazausaauay Tvin&n Update GP f1untduiiyuaiouin

Allow isolation @9

Isolation Rules

v Add Profile &
Appistion ~ i [

There are no results

Firewall Rules

@ Add New Rule
e ~ i el

There are no results

() uplicate GP {ij Delete GP Update GP
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Ransomware Encryption Protection (tab tiaa)

o Ransomware Encryption Protection 1ian15vingnuuay module

 Default action on detection Usuiilu block wialviszuuvinnisu&annisvineu
2a9 Encryption Mina9de Taadndiua) ssuuazauannis encrypt 1-3 Inausn
Bivihnudludadldnau antfusiu&aafiawilauarindadnd

e Agent Balloon Notifications Wlansiawunnsg encryption ARaUnG auf pop
up widtdaumineTasiaranie

vinugnu1sadeal exclusion w¥aaniiun1snsraduann File Path w3a File Name ‘l6a1n
MITIEAIURY

Wiasva3ausasuay Tin&n Update GP fintduiiyuanuin

= : A Endpoint Privileges & App
General Threat Prevention Patch & Assets : Email Protection
Detection Control
Next-Gen Antivirus Firewall Ransomware Encryption Protection

Ransomware Encryption Protection

General Settings

Default action on detection @

Block v

Agent Balloon Notifications @

Exclusions )

m F“e Name ’ n
rie fome/arh N

There are no results

First Page n Last Page

[) Duplicate GP fi] Delete GP
p W

Cancel
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NN ULDAUNALULUNIN UIAGAINI5TiSrul Cyber Security avansaasvinu
daaadugegaann Ransomware 57ué9 Advanced Malware stinaug a1snsevingvil

1vim21u45 security awareness fiu end user Tvisdnuanuwes phishing fialu
suiiaseolunisnsandaya AdndvAnianiinanna

tdanlafszuy antivirus uaz security FugaRntGuIMIzaNAua1s oy
22929AN5 FU antivirus sedunsilasfuiugiu (Next-Gen Antivirus) aguiuilaafu
malware daassuugIutayauayszul real-time protection tiunan dousasd
Aanuau1salunisilasdu malware vio known wag unknown wsigilu malware
G117 1e pattern nnsTaudivid (zero-day), fileless wiasziandugs (APTs) 5audv
ransomware ufialuai 9 mislanisilasdunaradudetiy S9faiu secure M19la
"Lm"mﬂm'w (Threat Prevention, Ransomware Encryption Protection)
Ancvszuu security uunatadasindndelnaudsiule (laidnae read only
u3a read & write) “L:Jmsmmatawunumsao server w3aungip3aslu network
doanafivduasfofuuuaiag client wsitadag client haifissuy security Aviaana
wa tanisaniean vialdauasuusudiu arainundedasnivasssuy'le

@A Schedule Scan flaviavafusadiauazasailuatneian (auiin 25)
dua1liiszuu security “sigrunsagnilanisvinenuiae malware w3a user
Wl nsdl hacker tangszuuainunle Taadnfiaswenanungan1svinoIuuag
antivirus Aau SeAsdeailasAu'ly (auvn 15 uaz 23)

e Tuiszuu security iasld password Tlunisnauni1sdnds uavlian
password 7i13luta3as (Ruiia 15)

AsIRFALNSEIAIARYsELL security TaATuITuiugnidlaldeunad
A5dwLan security patch 1as OS wuag 3rd party application Aifiadeluta3as
Miilluagaatiana (fu15ald patch management 1815115 30A76 QKA
19)

ila RDP winlisiaduadnilusaslad viadisasled Tiarauansassiiu VPN 12in
Wnauavidndoiaiag uay user Ml RDP aysfidnaiilu user sssuan liasidns
tHu Admin wazdlaWentu (Quiin 27)

wifurinnsdisavaaya (backup) 1itaua TaaAulilualnsaluanainszuy
udn Bilkaua'l3ieTas wiasusahdeldnaaniial wialadusaisuu cloud
i@en1s 2 Tlsunsui'lisiduans Wa3iwin crack, keygen, loader a1atiun
dodtasTuiniasuanaudu 4 16 soufeideg add-on w3a extension 619 9 uay
web browser A'lidiusasly wannsniusasle ausade exclusion aaguws
ay module 6

asasauTdsunsu security ndadvatinniasacigaruzvinouilulnduas
é’wmmﬂuﬂaaﬂu Taaasdadau'ldannuu dashboard w3an1sudvidauiivii
LAY

Taandnsiaueiuay HEIMDAL 4 solution savsuavansnasiduuyu (antiu on-premise) au
Juisguna lidnazitsavilaviu advanced malware, ransomware , patch #3a tools L&3u
Tunsilasiu
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Who is HEIMDAL™ Security?

Morten Kjaersgaard Cosmin Toader Catalin Draghici Valentin Gersby Stilling
CEC CTC Director, Marketing CSO

2 Online Sale
& Ol € Sales

Tufl 2011 Augaadalaii1srunisuediu World Hacking Championships - Def Con
Capture The Flag dofiviuingdidnsinndetunnnune FBI, NSA, freelancer wag
UIENeU Security aunalunaivarauiiv nviulauuzaisuaedulul 2011 uay 2012
vlu 2 tdasiadu

sau1felalanadouwnsus HEIMDAL 1ufl 2014 Taatiudl Proactive Cloud-Based
Cybersecurity Technology # Copenhagen Uszina Denmark fIaafutiluguiisu
proactive threat prevention doinaTulad threat intelligence e¥unisdiuzuann FBI,
165un155u5avan Danish Cybercrime Police waglaiun1suugiiniae Royal Bank of
Scotland 31tilu “preferred cyber security solution” ffa3iiu HEIMDAL vinnsunilagse
anANN latuasliiduasansuinni 6,000 wiiv s7uu1n0731 1,000,000 endpoints wag
Wiutaduatnesiasinnil dayaiudy adn

¥Y¥ Royal Bank HE
7!‘ of Scotland L L MICFOSOft AAEFF

) & 2020 .Y

peerinsighits, < Capterra ¢ Trustpilot M Csfggﬁmgg N

* * k Kk * * Kk *x Kk * * k *x Kk * X Awards ¥
WINNER
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