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Features

1. Continuous threat monitoring of managed endpoints
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2. Advanced search capabilities for file hashes and detection
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3. Real-time visibility into what's happening in your environment
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4. Policy customization
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5. Unrivaled process timeline visualization
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6. Retrospective analysis of events
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7. Centralized cloud hosted architecture
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8. Human analysis of unknown file and event types
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9. Compatible with other endpoint security tool
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Malware & Suspicious Activity
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Change Status for Run Untrusted Executable
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Event Category — Process Events

Event Type - Create Process

Event Name Score Description
Suspicious 6 Process verdict is not safe and file path matches %systemroot%*
System Process
Creation
Remote 5 File path matches *wsmprovhost.exe
Powershell
Execution
Suspicious 5 Command line matches any of the following:
Powershell Flag *powershell*-NoP*
*powershell*-Win*
*powershell*-w*
*powershell*-Exec*
*powershell*-ex*
*powershell*-ep*
*powershell*-command*
*powershell*-NoL*
*powershell*-InputFormat*
*powershell*-Enc*
*powershell*-Noninteractive*
*powershell*-nonl*
*powershell*-file*
Stop Service 5 Command line matches %systemroot%system32net*stop*.
Run Untrusted 4 Verdict is not safe.
Executable
Suspicious 3 Process path does not match *explorer.exe AND path matches
Process *powershell.exe OR patch matches *cmd.exe
Hierarchy
Start Service 2 Command line matches %systemroot%system32net*start*.

Registry Events




Event Category — Registry Events

Event Type — Set Registyry Value

Event Score Description
Name
Disable 9 Registry key path is equal to
User HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionPoliciesSystem
Account AND registry value name is equal to EnableLUAO
Control AND registry value data is equal to 0.
Disable 9 Registry key path is equal to
Task HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVersionPoliciesSystem
Manager AND registry value name is equal to DisableTaskMgr
AND registry value data is equal to 1
Installation 8 [Registry key path matches
of Drivers HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND registry value
name is equal to Type]
AND
[Registry value data is equal to 1
OR registry value data is equal to 2]
Add 7 [Registry key path matches
Service to HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND registry value
svchost name is equal to ImagePath AND registry value data matches *svchost.exe*]
OR
[Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices*Parameters AND
registry value name is equal to ServiceDIl AND registry matches *.dll]
Add Active 7 Registry key path matches HKEY_LOCAL_MACHINESoftwareMicrosoftActive
Setup Setuplinstalled Components*
Value In
Registry
Modify 7 Registry key path is equal to
Powershell HKEY_LOCAL_MACHINESOFTWAREMicrosoftPowerShell1ShellldsMicrosoft.PowerS
Execution hell AND registry value name is equal to ExecutionPolicy
Policy
Modify 6 Registry key path matches
Firewall HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesSharedAccessParameter
Settings sFirewallPolicyStandardProfile*
Disable 6 Registry key path is equal to
Registry HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVersionPoliciesSystem
Editing AND registry value name is equal to DisableRegistryTools AND registry value data is
Tool equal to 1.




Modify Registry key path is equal to HKEY_LOCAL_MACHINESoftwareMicrosoftWindows

Applnit_DL NTCurrentVersionWindows AND registry value name is equal to Appinit_DLLs

Ls in

Registry

Add Registry key path matches

Service HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND registry value
name is equal to ImagePath AND registry value data matches *.exe* AND registry
value data doesn't match *svchost.exe*

Layered Registry key path matches

Service HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesWinSock2ParametersPro

Provider tocol_Catalog9Catalog_Entries*

installation

Add Registry key path matches any of the following:

Autorun In HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsSystemScriptsStartup*

Registry HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystemScriptsLogon*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionPoliciesSystem*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionRunOnceEx*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionRunOnce*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsNTCurrentVersionWindows*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsNTCurrentVersionWindowsRun*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionPoliciesExplore
rRun*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionPoliciesExplorerRu
n*
HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystemScriptsLogoff*
HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsSystemScriptsShutdown
*
OR
Registry key path equals any of the following:
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionRun
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionRun
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionRunOnce

Booting Registry key path is equal to

Time HKEY_LOCAL_MACHINESYSTEMCurrentControlSetControlSession Manager AND

Execution registry value name is equal to BootExecute

Disable Registry key path is equal to

Auto HKEY_LOCAL_MACHINESOFTWAREPoliciesMicrosoftWindowsWindowsUpdateAU

Update AND registry value name is equal to NoAutoUpdate AND registry value data is equal

to1

OR

Registry key path is equal to
HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsWindowsUpdate AND
registry value name is equal to DisableWindowsUpdateAccess AND registry value
data is equal to 1]

OR

Registry key path is equal to
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionPoliciesWindowsU
pdate AND registry value name is equal to DisableWindowsUpdateAccess AND
registry value data is equal to 1




Disable

Registry key path matches

Service HKEY_LOCAL_MACHINESystemCurrentControlSetServices* AND registry value name
is equal to Start AND registry value data is equal to 4

Create Registry key path matches any of the following:

Explorer HKEY_LOCAL_MACHINESOFTWARECIlassesPROTOCOLSFilter*

Entry HKEY_LOCAL_MACHINESOFTWARECIlassesPROTOCOLSHandler*

HKEY_CURRENT_USERSOFTWAREMicrosoftinternet ExplorerDesktopComponents*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftActive Setupinstalled Components*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionShellServiceOb
jectDelayLoad*
HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVersionShellServiceObj
ectDelayLoad*
HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionExplorerShellExec
uteHooks*

HKEY_CURRENT_USERSoftwareClasses*ShellExContextMenuHandlers*
HKEY_LOCAL_MACHINESoftwareClasses*ShellExContextMenuHandlers*
HKEY_CURRENT_USERSoftwareClassesAllFileSystemObjectsShellExContextMenuHa
ndlers*
HKEY_LOCAL_MACHINESoftwareClassesAllFileSystemObjectsShellExContextMenuH
andlers*
HKEY_CURRENT_USERSoftwareClassesDirectoryShellExContextMenuHandlers*
HKEY_LOCAL_MACHINESoftwareClassesDirectoryShellExContextMenuHandlers*
HKEY_CURRENT_USERSoftwareClassesDirectoryShellexDragDropHandlers*
HKEY_LOCAL_MACHINESoftwareClassesDirectoryShellexDragDropHandlers*
HKEY_CURRENT_USERSoftwareClassesDirectoryShellexPropertySheetHandlers*
HKEY_LOCAL_MACHINESoftwareClassesDirectoryShellexPropertySheetHandlers*
HKEY_CURRENT_USERSoftwareClassesDirectoryShellexCopyHookHandlers*
HKEY_LOCAL_MACHINESoftwareClassesDirectoryShellexCopyHookHandlers*
HKEY_CURRENT_USERSoftwareClassesFolderShellexColumnHandlers*
HKEY_LOCAL_MACHINESoftwareClassesFolderShellexColumnHandlers*
HKEY_CURRENT_USERSoftwareClassesFolderShellExContextMenuHandlers*
HKEY_LOCAL_MACHINESoftwareClassesFolderShellExContextMenuHandlers*
HKEY_CURRENT_USERSoftwareClassesDirectoryBackgroundShellExContextMenuHa
ndlers*
HKEY_LOCAL_MACHINESoftwareClassesDirectoryBackgroundShellExContextMenuH
andlers*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionExplorerShelliconO
verlayldentifiers*
HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionExplorerShellicon
Overlayldentifiers*

HKEY_CURRENT_USERSoftwareMicrosoftCtfLangBarAddin*
HKEY_LOCAL_MACHINESoftwareMicrosoftCtfLangBarAddin*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionShell
ExtensionsApproved*
HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionShell
ExtensionsApproved*

OR

Registry key path is equal to
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionExplorerShared
TaskScheduler




Disable 5 Registry key path is equal to
Windows HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionPoliciesExplore
Application rDisallowRun
Disable 5 Registry key path is equal to
Command HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystem AND registry value
Prompt name is equal to DisableCMD AND registry value data is equal to 2
Disable 4 Registry key path is equal to
Show HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionExplorerAdvanced
Hidden AND registry value data is equal to 2
Files

AND

Registry value name is equal to Hidden OR registry value name is equal to

ShowSuperHidden
Share 4 Registry key path is equal to
Folder HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesLanmanserverShares
Addition of 3 Registry key path matches
DNS Server HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesTcpipParametersinterfac

es* AND registry value name is equal to NameServer
Modify 3 Registry key path is equal
Hosts File HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesTcpipParameters ~ AND
Registry registry value name equal to DataBasePath

File Events
Event Category - File Events
Event Type — Write File
Event Name Score Description

Add Scheduled
Task

File path matches %systemroot%System32Tasks* OR
%systemroot%Tasks*




Write Fake
System File

File path matches *svchOst.exe OR *svhost.exe

Write to System
Directory

File path matches %systemroot%*

Add Startup File
or Folder

File path matches any of the following:
%appdata%MicrosoftWindowsStart MenuProgramsStartup*

%programdata%MicrosoftWindowsStart MenuProgramsStartup*

%systemroot%systemiosubsys*
%systemroot%systemvmma32*
%systemroot%Tasks*

OR

File path equals any of the following:
%systemdrive%autoexec.bat
%systemdrive%config.sys
%systemroot%winstart.bat
%systemroot%win.ini
%systemroot%system.ini
%systemroot%dosstart.bat

Modify Host File

File path is equal to %systemroot%system32driversetchosts

Write to
Executable

File type is equal to PORTABLE_EXECUTABLE
AND
Process path doesn't match *explorer.exe

Write to Infectible
File

Process path doesn't match *explorer.exe
AND

File path matches any of the following:
*.Ink

* wsf

* hta

* mhtml
* html
*.doc
*.docm
*xls
*xlsm
* ppt
*.pptm
*.chm
*.vbs
*js

* bat

* pif

* pdf

* jar
*.sys




Modify Group
Policy Settings

File path matches %systemroot%system32grouppolicy*
%systemroot%Sysvolsysvol*Policies*

OR

Write to Program
Files Directory

File path matches %programfiles%*

Download Events

Event Category — Download Events

Event Type — Browser Download

Event Name

Score

Description




Download
Infectible File

File path matches any of the following:
*Ink

* wsf
*.hta
*.mhtml
* html
*.doc
*.docm
*xls
*.xlsm
*.ppt
*.pptm
*.chm
*.vbs
*js
*.bat

* pif

* pdf

* jar
*.sys

Download
Executable

File type is equal to PORTABLE_EXECUTABLE

Upload Events

Event Category — Upload Events

Event Type - File Copy to Shared Folder

Event Name

Score

Description




Write Executable
to Shared Folder

File type is equal to PORTABLE_EXECUTABLE

Write Infectible to
Shared Folder

File path matches any of the following:
* Ink

* wsf

* hta
*.mhtml
* html
*.doc
*.docm
*xls

* xlsm
*.ppt
*.pptm
*.chm
*.vbs
*.js
*.bat

* pif

* pdf
*.jar
*.sys




